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ABSTRACT

The growing number of interconnected Internet of Things (loT) devices and their in-
creasing complexity are placing new demands on range, reliability, and scalability of
communication networks. 4G and 5G cellular networks offer a promising solution for
wide-area low-power communication. This thesis explores the fundamental principles
of 4G and 5G mobile networks with a focus on their architecture, communication pro-
tocols, and specific features relevant to loT use cases. It further analyzes Low-Power
Wide-Area Network (LPWAN) protocols, specifically NB- loT and LTE-M, highlighting
their advantages, limitations, and differences compared to traditional mobile networks.
The work also provides an overview of the Nordic Semiconductor nRF9160 and nRF9161
chipsets, along with a review of commercially available development modules. Based
on this research, the Connexio Pro development kit is selected for its support of NB-
loT/LTE-M and integrated features suitable for rapid prototyping of loT devices. To
demonstrate practical usage, a universal low-cost tracking application is developed using
the selected kit, aimed to simulate real-world scenarios such as remote monitoring, smart
agriculture, smart cities, and asset tracking.

Laboratory experimental measurements were carried out, focusing on key communication
parameters such as power consumption, signal strength, and data throughput. The
collected data were analyzed and compared with theoretical expectations as well as
other commonly used communication systems to evaluate performance and suitability
for industrial loT applications. Lastly in-field experimental measurements were carried
out in the field to verify ability of suggested scenarios to communicate in mobile setting.
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ABSTRAKT

Rostouci pocdet propojenych zafizeni internetu véci (loT) a jejich naristajici slozitost
kladou nové pozadavky na dosah, spolehlivost a Skalovatelnost komunikaénich siti. Mo-
bilni sité 4G a 5G nabizeji slibné feSeni pro komunikaci s nizkou spotfebou energie na
velké vzdalenosti. Tato prace se zabyva zadkladnimi principy mobilnich siti 4G a 5G se
zamérenim na jejich architekturu, komunikacni protokoly a specifické funkce relevantni
pro pripady uziti v loT. Dale analyzuje protokoly nizkoenergetickych Sirokopasmovych
siti (LPWAN), konkrétné NB-loT a LTE-M, zddraznuje jejich vyhody, omezeni a rozdily
ve srovnani s tradi¢nimi mobilnimi sitémi.

Prace také poskytuje prehled Cipsetd Nordic Semiconductor nRF9160 a nRF9161, spolu
s recenzi komercné dostupnych vyvojovych moduldi. Na zakladé tohoto vyzkumu je vy-
bran vyvojovy kit Connexio Pro pro jeho podporu NB-loT/LTE-M a integrované funkce
vhodné pro rychlé prototypovani loT zafizeni. Pro demonstraci praktického vyuziti je po-
moci vybraného kitu vyvinuta univerzalni nizkonakladova trackovaci aplikace, zamérena
na simulaci readlnych scénari, jako je vzdalené monitorovani, chytré zemédélstvi, chytra
mésta a sledovani majetku.

Byly provedeny laboratorni experimentalni méfeni zamérena na klicové komunikacni pa-
rametry, jako je spotfeba energie, sila signdlu a propustnost dat. Shromazdéna data
byla analyzovana a porovnana s teoretickymi ocekavanimi, stejné jako s jinymi bézné
pouzivanymi komunikacnimi systémy, za Gcelem vyhodnoceni vhodnosti pro priimyslové
loT aplikace. Na zavér byla provedena experimentalni méreni v terénu, aby se ovérila
schopnost navrzenych scénarli komunikovat v mobilnim prostredi.
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4G, 5G, loT, LPWAN, NB-loT, LTE-M, DECT-NR+, nRF9160, nRF9161
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ROZSIRENY ABSTRAKT

Tato bakalaiska prace se zabyva problematikou implementace modernich mo-
bilnich komunikac¢nich technologii do vestavnych zatizeni. Cilem prace je detailné
prostudovat a popsat zakladni principy fungovani siti 4G a 5G, konkrétné NB-IoT
a LTE-M se zvlastnim zamétenim na jejich aplikace v kontextu Internetu véci (IoT)
a nizkoenergetickych zarizeni.

Prace je rozdélena na teoretickou a praktickou ¢ast. V teoretické ¢asti je popsana
evoluce mobilnich siti, po¢inaje starsimi generacemi a postupné se vénuje detailtim
technologii 4G, zejména LTE (Long-Term Evolution) a jejim variantdm optimal-
izovanym pro loT, jako jsou LTE-M (LTE for Machine-Type Communication) a
NB-IoT (Narrowband IoT). Déle jsou rozebrany klicové aspekty nastupujici gener-
ace HG siti, véetné jejich architektury, frekvencnich pasem a potencidlu pro masivni
nasazeni [oT zafizeni. Pozornost je vénovana charakteristikam dilezitym pro ves-
tavné systémy, jako jsou nizka spotieba energie, Siroké pokryti, spolehlivost prenosu
dat a bezpecnost. Diskutovany jsou rovnéz relevantni komunikacéni protokoly a
sluzby vyuzivané v téchto systémech.

Prakticka cast prace se soustiedi na konkrétni implementaci a experimentalni
ovéreni vlastnosti vybranych komunikac¢nich moduli. Autor pro tento tucel vyuziva
moderni vyvojové platformy, konkrétné moduly nRF9160 a nRF9161 od spolecnosti
Nordic Semiconductor, které integruji mobilni konektivitu (LTE-M/NB-IoT) a ¢asto
také podporu pro globalni polohové systémy (GPS/GNSS). Souéasti praktické casti
je navrh a realizace demonstracniho zafizeni, jehoz elektronicka schémata jsou uve-
dena v ptiloze. Pro vyhodnoceni vykonnostnich parametri autor provedl sérii méreni
zamérenych na ruzné aspekty, jako je spotieba energie (pravdépodobné s vyuzitim
néastroje jako Nordic Power Profiler Kit II), kvalita pfijimaného signdlu (RSRP,
SNR), rychlost datovych prenost a pripadné presnost lokalizace.

Vysledky téchto méteni jsou podrobné zdokumentovany v prilohach préace for-
mou tabulek a grafii, zvlast pro modul nRF9160 a nRF9161. V ramci diskuse autor
analyzuje namérend data, porovnava vlastnosti testovanych modult a hodnoti jejich
vhodnost pro nasazeni v riznych typech vestavnych aplikaci. Zavérem prace shrnuje
dosazené poznatky, hodnoti splnéni stanovenych cilii a naznac¢uje mozné sméry bu-
douctho vyvoje a aplikacni potencial 4G/5G technologii v dynamicky se rozvijejici

oblasti embedded systémii.
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Introduction

It is estimated that currently (2024,/2025) there are two actively connected Internet-
of-Things (IoT) devices per each person living on the planet Earth and the number
will almost double furthermore until 2030, reaching nearly 30 billion connected IoT
devices worldwide[48].

At the same time, complexity of the IoT devices rises every year and so is their
requirements on the underlying network infrastructure and protocols, originally de-
signed predominantly for completely different mobile applications (text messages
and voice/video streaming). Need for new IoT-related protocols started to be promi-
nent with wide-spreading and anticipated new use-cases of IoT devices, for which
Global System for Mobile communications (GSM) and original Long-Term Evolu-
tion (LTE) networks were not originally intended and soon found unsuitable in
terms of power efficiency, connection reliability and ability to accommodate billions
of small devices with tiny average data rates.

[oT devices today are not only simple single-purpose meteo sensors, but more and
more frequently this category includes very complex vehicles and machinery, such as
autonomous cars with multiple RADAR/LIDAR sensors or cooperative industrial
robots, needing to communicate with the central command & control facility and
with each other in real time and with very high reliability. On the other hand large
widespread of massive quantities of very low power devices in possibly critical appli-
cation can also be expected. Related requirements on communication data volumes,
response latency and network reliability far exceed capacity and technical possibil-
ities of older mobile networks. Larger bandwidths, data speeds and lower latencies
brought by 4G and especially 5G mobile networks are necessary for providing the
appropriate working space for these new IoT devices.

The advancements in Low-Power Wide-Area Network (LPWAN) Radio Frequency
(RF) technology in regards to power saving in weak signal decoding and subsequent
longer range opens a door to vast filed of usage critical scenarios currently depended
on more costly solutions with private networks.

The goal of this thesis is to describe these gradually more and more adapted
protocols. Than to practically demonstrate these capabilities with current commu-
nication modules. Both in laboratory setting with detailed measurement of their
radio capabilities and power consumption and in real field scenarios. And finally

use these finding to recommend in which scenario use what technology.
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1 Communication standards for loT devices
in 4G/5G networks

1.1 Established communication standards for loT de-

vices

1.1.1 GSM (2G)

GSM represents most prominent 2nd generation of cellular networks (2G) standard
of cellular network technology developed in the 1980s and adopted in . The most
notable shift forward was the transition to digital form of communication. It was the
first wildly adopted standard with Short Message Service (SMS). Initial deployment
has began in 1990s with the peak of deployment in 2005. [2]

While superseded by 3G, 4G, and 5G, 2G remains essential in some regions for
basic communication and Machine-to-Machine (M2M) applications. However, due
to the advancement of technology, and the need for frequency space, many countries
are planing shutting down their 2G networks in a controlled way. The outcome in
some countries is shutdown of 3G before 2G and obligation from bureaus to mobile

operators to keep 2G operational [3].

1.1.2 LoRa

Long-Range (LoRa) is a proprietary, spread-spectrum radio modulation technique
developed by Semtech. It primarily operates within the sub-GHz unlicensed radio
frequency bands, enabling long-range communication with minimal power consump-
tion. LoRa can be [5]. LoRa less often operates in 2.4 GHz ISM band, amateur radio
bands or on private private frequencies. LoRa physical layer modulation, based on
chirp spread spectrum (CSS), allows for robust data transmission in noisy environ-
ments and over extended distances. This technology is particularly well-suited for
applications requiring low data rates and long battery life, such as environmental

monitoring, asset tracking, and smart agriculture.

LoRaWAN

Long-Range wide area network (LoRaWAN) represents a Medium Access Control
(MAC) layer protocol built upon the LoRa physical layer. This protocol standard-
izes the communication architecture, network topology, and security mechanisms,

enabling interoperability among diverse LoRa devices and infrastructure.

15



LoRaWAN effectively extends the capabilities of the LoRa physical layer by pro-
viding a comprehensive framework for network management and application devel-
opment, thereby enabling the deployment of scalable and interoperable Low-Power
Wide-Area Network solutions.

The deployment of LoRaWAN or LoRaWAN:-like networks necessitates the im-
plementation of dedicated gateway infrastructure, a characteristic that, conversely,
affords enhanced control over network coverage compared to cellular technologies

such as 4G and 5G which is dependent on mobile operators.

1.1.3 Wi-Fi

Wi-Fi, standardized under the IEEE 802.11, represents a most deployed wireless
local area network (WLAN) technology with at least 19.5 billion Wi-Fi devices in
use around the world. It played fundamental role in Internet of Things (IoT) im-
plementation and innovations. Key characteristics are high data throughput, high
bandwidth and usually short range [4].

Because of this higher data throughput it requires higher power consumption,
longer communication establishment and worse spectrum utilization for smaller pay-
loads. This makes it ideal for data hungry application such as video transition and
high speed measurement.

Other key advantage of Wi-Fi is its ubiquity. This makes it valid option even in
situations where usage of better suited protocol would require modification and/or
investment in new infrastructure.

Although Wi-Fi technology is predominantly utilized for short-range wireless lo-
cal area networks, there are notable exceptions involving long-range deployments,
such as those employed by ISPs and for low-cost point-to-point (P2P) remote com-
munication. Notable extreme example of this is 279 km long unamplified Wi-Fi link

in VenezuelalT].

1.1.4 Zigbee

Zigbee is a open wireless communication protocol specification, operating within
the IEEE 802.15.4 standard, designed for low-bandwidth, low-power, short-range
wireless personal area network (WPAN). It is characterized by its mesh networking
capabilities, which facilitate robust and scalable communication among numerous
devices in close proximity. Its main application are smart home accessories and
industrial sensors on sort range [6].

Zigbee primarily operates on 2.4 GHz band (in usual gaps between Wi-Fi chan-

nels) but can also operate on sub-GHz bands. It is similar to Z-Wave protocol.

16



1.2 4G loT networks (LPWAN)

[oT has become a large part of every day life and is now crucial to many both critical
and non-critical applications. With planed shutdown of 2G and 3G networks [3] it
is important to look on protocols that are supposed to replace them and enhance
their capabilities.

LPWAN protocols are 4G LTE wireless communication technologies that enable
long-range transmission among IoT devices. LPWAN protocols are designed to meet
the diverse requirements of IoT applications, mainly low power consumption, wide

coverage range, capacity for large number of devices, and high reliability [49].

1.2.1 NB-loT

Narrowband Internet of Things (NB-10T) is a cellular LPWAN standard that was
developed by 3rd Generation Partnership Project (3GPP) for IoT devices and ser-
vices in 2016 under 3GPP Release 13 and updated in 2017 with 3GPP Release 14
[13].

NB-IoT focuses on providing extended coverage, enhanced capacity, reduced
complexity, and increased battery life for [oT devices that transmit small amounts
of data infrequently [12].

NB-IoT operates on the licensed spectrum and uses a subset of the LTE bands
with peak data rate of 26 kb/s for downlink and 16.9 - 66 kb/s for uplink using
Cat NB1. Newer standard of Cat NB2 allows maximum peak rate of 127 kb/s
for downlink and 159 kb/s for uplink. NB-IoT uses orthogonal frequency division
multiplexing (OFDM) modulation for downlink communication and Single-Carrier
Frequency-Division Multiple Access (SC-FDMA) for uplink communication.

Single NB-IoT communication channel corresponds to a single 180 kHz LTE
frequency block [I]. This enables the following operation modes [12]:

o In-band operation - NB-IoT operates on standard LTE frequencies among

other types of LTE communication

e Guard band operation - Communication takes place in LTE guard-band with-

out any other LTE communication

« Stand alone operation - A theoretically possible scenario when mass adaption

of technology will occur. This mode plans to utilize frequency allocation of
current GSM networks.

As of writing this thesis (December 2023) NB-IoT is supported in Czechia by
all three national mobile operators. Vodafone is declaring universal coverage across
the whole country [I5], T-Mobile in selected larger cities and O2 only in Moravian-

Silesian region [16].
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Fig. 1.1: NB-IoT modes of operation [12]

1.2.2 LTE-M

LTE-M or LTE-MTC (Long-Term Evolution Machine Type Communication) is a
second LPWAN protocol specified in 3GPP Release 12, with improved specification
in Releases 13 and 14. Unlike NB-IoT, LTE-M uses more bandwidth (1.4 - 5 MHz)
and is capable of higher communication speeds (1 - 4 Mbit/s for downlink and 1
- 7 Mbit/s for uplink). Another advantage of LTE-M over NB-IoT is an ability to
function with movable objects (such as cars or drones). Higher bandwidths however
lead to greater circuit complexity and possible higher energy consumption related
to it [50].

As of writing this thesis (December 2023) LTE-M is covered in Czechia by O2
in 98.5 % [14] and locally by Vodafone [15].

1.2.3 Comparison of 4G LPWAN with established technologies

1.3 Cellular 5G loT networks

5G implementation into the mobile networks can be achieved via two methods [10]:
o NSA (non-stand alone) - 5G features are achieved by adding new Radio Access
Network (RAN) to existing 4G LTE core. This approach implements dynamic
spectrum sharing and enables rapid deployment of enhanced mobile broadband

in customer market without larger changes in existing infrastructure.

o SA (stand alone) - LTE core and RAN are completely replaced with 5G ones.
RAN can however still switch back to LTE air interface to ensure backward
compatibility with non-5G devices.

In 2018, 3GPP Release number 15 laid down 5G specification named 5G NR
(New Radio). Unlike LTE-A Pro that has just added more features to 4G LTE and
operated in LTE standards and channels, 5G NR introduced a new physical layer
in air interface [10].

5G NR tries to solve three key aspects of wireless technology [10]:
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o eMBB (Enhanced Mobile Broadband): Data-intensive applications needing
large bandwidth for primarily traditional end-user demand, like video stream-
ing. This should be achieved by Gigabit LTE, massive MIMO, mmWave tech-
nologies, spectrum sharing techniques and advanced channel coding.

e mMTC (Massive Machine Type Communications): Low-power and low-cost
applications with small data volumes but potentially large number of these
devices in a small footprint. It is built on LTE LPWAN protocols like LTE-M
and NB-IoT, making them potentially a core part of 5G.

« URLLC (Ultra-reliable and Low-latency Communication): Mission-critical ap-
plications traditionally possible only by direct wire connection, necessary for
real-time control of autonomous vehicles and industrial machinery.

As of December 2023, 5G IoT networks are not yet commercially available in

Czechia.

1.3.1 URLLC requirements

URLLC (Ultra-Reliable and Low-Latency Communication) is a new requirement for
5G networks for providing real-time communication protocols with very low delays
and very high levels of reliability. First attempts to address this were introduced
in 4G LTE HRLLC (Higher-Reliability and Low-Latency Communication) in 3GPP
release 15 [I7]. Until this point, aspects of latency and reliability were dealt in
separately and sometimes were in direct contradiction to each other (reliability was
achieved with repeated data redundancy, which multiplied latency). Combination of
these two aspects is however essential for several critical applications with different
requirements, as shown in table

Scenario ‘ E2E latency [ms] ‘ Reliability [%)] ‘ Data rate [Mbps] ‘
Discrete automation 10 99.99 10

Process automation - remote control 60 99.9999 100
Process automation - monitoring 60 99.9 1

Process automation - monitoring 40 99.9 10
Electricity distribution - high voltage 5 99.9999 10
Intelligent transport systems 30 99.9999 10

Table 1.1: Performance Requirements for Low-Latency and High-Reliability Scenar-
ios [17]
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1.3.2 Latency

With such strict latency requirements, as low as 5 ms end-to-end latency, it is
necessary to minimize air interface delay (to 1 ms or less). To achieve such low
latency, intensive optimization of air data delivery is necessary.

There are several possible approaches that can lead to reduced communication
time and latency [17]:

o Frequent transmission opportunities Downlink control channel used to carry
scheduling information for data transmission is not usually monitored by end
device for power saving reasons. However to reduce the waiting time for deliv-
ering the control information, the end device could do this. For device to start
uplink transmission, it needs to send a scheduling request (SR) that allocates
a specific transmission slot. To minimize the waiting time, the periodicity of
the SR resource configuration should reflect latency requirements. This can
be further emphasized by flexible scheduling timing mainly in Time Division
Duplex (TDD).

o Flexible transmission duration This aspect is supported in 5G using larger
subcarrier spacing. This shortens slot duration and gives bigger opportunity
for quicker communication establishment.

» Grant-free (or configured grant) uplink transmission In cases with very low
latency demand, grant-free uplink transition, specific periodic uplink resource
for device can be arranged. End device in this scenario does not need to wait
for scheduling request and at any time it has data it can transmit in this
arranged slot without a need for dynamic grant.

Air interface is only partially responsible for total end-to-end latency. Remaining
latency is caused by core network, internet network and particular server with which
the device is communicating. This is to be solved by new concept of Edge computing.
Edge computing is a possibility for a mobile operator or another entity to move
services from a remote server closer to the device and to execute necessary task
right in 5G core network [§].

Another method of lowering transport network latency is to avoid transport
network completely. This is experimented in vehicle-to-vehicle (V2V) protocols and

in non-IP based communication [I§].
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1.4 DECT NR+4 standard for 5G loT networks

1.4.1 Plain DECT

Digital Enhanced Cordless Telecommunications (DECT) is a digital wireless tech-
nology standard primarily known for cordless telephones, though its applications
have expanded to some not foreseen use-cases (professional wireless audio solutions
such as walkie-talkies and wireless audio on music concerts).

DECT is an open standard that operates in a dedicated frequency range, typically
1880-1900 MHz in Europe, Asia, Australia, New Zealand, and South America, and
1920-1930 MHz in the US. This dedicated spectrum helps minimize interference from
other wireless technologies like Wi-Fi and Bluetooth.

DECT uses a combination of Time-Division Multiple Access (TDMA), Frequency-
Division Multiple Access (FDMA), and Time-Division Duplexz (TDD). This means
the radio spectrum is divided into frequency channels (10 frequency channels) and
time slots (24 of 10 ms slots per one frame), allowing multiple conversations to occur
simultaneously on the same frequency band without interference. A typical DECT

system can support up to 12 duplex speech channels per base station frame. [39]

1.4.2 DECT NR+

Digital Enhanced Cordless Telecommunications: New Radio plus (DECT NR+)
is an evolution of the DECT standard, developed by FEuropean Telecommunica-
tions Standards Institute (ETSI). It is designed to address the requirements of
[0oT in existing DECT bands. It meets the 5G requirements for Massive Machine
Type Communications (mMTC) and Ultra-reliable and Low-latency Communica-
tion (URLLC) applications. DECT NR+ is recognized by International Telecom-
munication Union (ITU) as the world’s first non-cellular 5G technology standard
(however nonsensitive it may sound) [35].

DECT NR+ supports P2P, star, and mesh topologies. Devices are organized
into individual cluster tree topologies, called clusters. [36]

The low latency and high reliability are done by combination of factors. The
main is further division of 10 ms slots to 0.5 ms sub-slots and implementation of
Hybrid Automatic Repeat Request (HARQ). The preservation of base 10 ms slots is
done to ensure backward compatibility with older DECT devices [36].
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2 1oT communication modules for 4G/5G
networks

This chapter describes a System-in-Package (SiP) nRF9160 from Nordic Semicon-
ductor and its successors nRF9161 and nRF9151. It is focused on its parameters
and high level overview of its particular parts.

Later there the chapter continues in overview and comparison of available mod-
ules with these SiPs.

2.1 Nordic Semiconductor nRF9160
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Fig. 2.1: Nordic nRF9160 SiP[19]

nRF9160, made by Nordic Semiconductor, is a SiP combining multiple integrated
circuits into a single LGA package (10x16x1.04 mm in size), functioning as an entire
computing system:

o Application Processor with Arm Cortex-M33 core at 64 MHz, 1 MB flash mem-
ory, 256 kB RAM and usual microcontroller peripherals - 4x SPT/UART /12C,
4x PWM, PDM, 12S, 12-bit ADC @ 200 ksps, 3x timer, 2x RTC, WDT.

« LTE modem (700 — 2000 MHz) operating in the both LPWAN modes: LTE-
M (300/375 kbps DL/UL) and NB-IoT (30/60 kbps DL/UL), supporting
[Pv4/IPv6 internet layer with optional security using TCP/TLS in transport
layer and modem firmware upgrades via Firmware Over The Air (FOTA)
(firmware over the air).

» Radio Frequency Front End (RFFE)

o Global Navigation Satellite System (GNSS) receiver

o Power management integrated circuits.

nRF9160 is certified for global operations in multiple LTE bands, as shown in

the figure below. For European operations, bands B1, B3, B8, B20 and B28 are
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available for both NB-IoT and LTE-M modes. Hardware security is strengthened
with ARM TrustZone technology protecting against uploading unofficial or malicious
firmware. TrustZone also protects from firmware attacks like memory and peripheral
spoofing [21]. nRF9160 furthermore employs Arm CryptoCell solution optimized for
high-performance cryptography for energy-constrained devices.

Both SIM and eSIM are supported for connection and authentication with mo-
bile network operators [19]. nRF9160 can be powered from relatively large range
of voltages - from 3.0 to 5.5 V, allowing to directly connect Li-ion or Li-Po type

batteries or USB-compatible power supplies.

Architecture

The architecture of the SiP consist of two mostly independent parts. One is a appli-
cation processor that can be imagined as ordinary ARM Cortex-M microcontroller.
And the other is programmable modem. These two cores communicate between

each other using AT commands. For visual representation see figure
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Fig. 2.2: Nordic nRF9160 SiP architecture[57]

Modem on nRF9160 can, without program memory change, operate with LTE-
M, NB-IoT and GNSS but not simultaneously. Switching between the two LTE
modes is done by AT commands to the modem and it can be set to one or the other
at one moment. There is an option for automatic mode where the modem evaluates
both options and the better one on it own discretion [40].

Modem can get a geolocation information from the GNSS satellite constellations
but with following limitations [57]:

« Support only for Global Positioning System (GPS) layer 1 and Quasi-Zenith

Satellite System (QZSS) layer 1
e Maximum limit of concurrent active satellites of 12
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e Cellular communication interrupts geolocation service

Manufacturing variations

nRF9160 is manufactured in 3 modifications, sharing the same 127-pin LGA pack-

age, but differing in LTE modem capabilities, as shown in table below.

Name RF features ‘
nRF9160-SICA | Only LTE-M
nRF9160-SIBA | Only NB-IoT

nRF9160-STAA

LTE-M, NB-IoT and GNSS

Table 2.1: nRF9160 LGA modules options and their limitations. [37]

Comparisons of the main parameters of the most common nRF9160 boards is

provided in the following table [2.2| taken from [33]:

’ ‘ Stratus Thingy:91 ‘ Icarus Feather Pebble Tracker | Thing Plus
Manufacturer Connexio | Nordic Semi | Actinius CircuitDojo | IoTex Sparkfun
Total Pins 33 8 28 28 None 28
1/0 Pins 26 8 21 20 None 20
Energy Harvester Yes No No No No No
Accelerometer Yes Yes Yes Yes Yes Yes
Environmental Sensors Yes Yes No No Yes No
Onboard LEDS 2 1 RGB 1 RGB 2 1 RGB 2
Sensor power gating Yes No No No No No
Power switch Yes Yes No No Yes No
Lipo battery charger Yes No Yes Yes No Yes
USB interface Yes Yes Yes Yes Yes Yes
Debugging connector Yes Yes No No Yes No
Prepaid Cellular data 500 MB 10 MB 10 MB 10 MB No 10 MB
Cellular data validity 10 years N/A N/A N/A N/A N/A
SMS Data 250 No No No No No
Dedicated sensor shield Yes No No No No No
VS Code dev. extension | Yes Yes No No No No
Breadboard compatible Yes No Yes Yes No Yes
Edge Impulse ready Yes Yes No No No No
Memfault ready Yes No No No No No
Golioth ready Yes No No Yes No No
Open-source HW4+SW | HW+SW No HW+SW No HW+SW
Dimension [mm] 50.8x22.8 | 58.8x58.5 50.8x22.8 | 50.8x22.8 53x35 58.42x22.86
Weight 5g 6l g 5g 5¢g 10g 5g
Price (USD) $159 $126.25 $115 $99 $215 $129.95

Table 2.2: Comparation of nRF9160 main modules
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2.2 Nordic Semiconductor nRF9161
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Fig. 2.3: Nordic nRF9161 SiP[19]

nRF9161 is evolution of nRF9160 in same form-factor and it enables every function
of its predecessor with additional and improved capabilities such as implementation
of 3GPP Release 14 LTE-M/NB-IoT LTE stack and support for alternative modem
firmware for DECT NR+ stack operating on 1.9 GHz band. Switching between
LTE and DECT NR+ is done by loading given firmware to modem part of the
SiC! (SiC!). [34]

This means that application such LTE and DECT NR+ gateway would by using
only nRF9161 need two of them (even though technologically dubious not so much
from financial sense considering €23 for single SiC!).

Capabilities and description of DECT NR+ can be found in chapter [1.4.2]

2.3 Nordic Semiconductor nRF9151
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Fig. 2.4: Nordic nRF9151 SiP[19]
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nRF9151 is another evolution o nRF9151. Its main advantages are smaller footprint
(reduction of 20 %), additional Power Class 5 (20 dBm) support for LTE stack and
promise of eventual addition for Non Terrestrial Network (NTN) [42].

2.4 Modules with nRF91xx

There are several modules and development kits available with nRF9160 chipset,

originating from Nordic Semiconductor, as well as from other vendors.

nRF9160 DK
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Fig. 2.5: Nordic nRF9160DK front view[22]

nRF9160 DK is an official pre-certified development kit for nRF9160 made and
supported by Nordic Semiconductor. It is equipped with LTE-M/NB-IoT antenna,
GNSS antenna, SIM connector, eSIM card from iBasis preloaded with 10 MB data.
All peripherial GPIO pins of nRF9160 are available through connectors and headers
compatible with Arduino Uno Rev3 form factor, there are also 4 on-board LEDs, 2
buttons and 2 switches connected to the application processor GPIO. The board also
includes nRF52840 board controller sharing the peripherials and allowing to build a
Bluetooth Low Energy gateway. Powering and communication with PC are arranged
via USB (virtual COM) port. Programming and debugging is enabled through the
Segger J-Link OB. The nRF9160 DK is supported by a full suite of development

software tools by Nordic Semiconductor, free to download and use commercially

[22].
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nRF9161 DK

Oy
&£

ENER[

Fig. 2.6: Nordic nRF9161DK front view[22]

nRF9161 DK is nRF9160 but with nRF9161 instead of nRF9160 and USB-C.

nRF9151 DK
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Fig. 2.7: Nordic nRF9161DK front view[22]

nRF9161 DK is nRF9161 DK but with nRF9151 instead of nRF9161.

27



Nordic Thingy:91

Fig. 2.8: Nordic nRF9160DK front view[23]

Nordic Thingy:91, also made by Nordic Semiconductor, is a compact small-factor
module used as a rapid prototyping battery-operated platform, containing LTE-
M/NB-IoT/GNSS, Bluetooth LE and NFC antennas, User-programmable button
and RGB LEDs, environmental sensor for temperature, humidity, air quality and
air pressure, plus a color and light sensor, low-power accelerometer and high-g ac-
celerometer, rechargeable Li-Po battery with 1350 mAh capacity [23].

Nordic Thingy:91X

PCAZBBES IMEI: 355825939823591 =i
Rev. 1.0.8 EE=E
2024.48 z a

1lo.nrfeloud.com/ 97.xin6ulv
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Fig. 2.9: Thingy:91X view[24]
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Thingy:91X is Thingy:91 but with nRF9161 instead of nRF9160 and Wi-Fi chip
nRF7001. [24].

NimbeLink Nano Global

Fig. 2.10: NimbeLink Nano Global LTE-M[25]

NimbeLink Nano Global LTE-M (Skywire Nano Development Kit, NL-SWN-LTE-
NRF9160), made by Airgain, is an add-on modem with nRF9160 and two U.FL
antenna connectors, attached to a base board NL-SWNDK providing SIM holder,
USB powering and distributition of GPIO pins to peripherial headers. The board

has been originally certified only for Verizon networks [25].

LN60OE

Fig. 2.11: LNGOE[20]
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LNG6OE is a simple modem provided by Fansel, having a U.FL antenna connector,
SIM connector and M.2 card connector for nRF9160 peripherials [26].

Pebble Tracker

Fig. 2.12: Pebble Tracker[27]

Pebble Tracker, a crowdfunded module made by IoTex, is a battery operated IoT
prototyping platform based on a board with nRF9160, Bosch BMEG680 humidity /-
pressure/temperature/air quality sensor, ICM-42605 3-axial gyroscope/accelerom-
eter, AMS TSL2572 ambient light sensor, SIM slot, OLED display, in a compact
plastic case [27]

Icarus SoM

Fig. 2.13: Icarus SoM[2§]
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Icarus SoM, made by Actinius, is a simple module with U.FL antenna connectors
for GNSS and LTE, eSIM and accelerometer, with spare GPIO pins headed to PCB
edge connectors [28].

Icarus Bee

Fig. 2.14: Icarus Bee[29]

Icarus Bee, made by Actinius, expands the above-mentioned Icarus SoM module
with a board connecting it to 64 Mbit flash memory, RGB LED, button, SIM con-
nector and GPIO to pin headers [29)].

Icarus loT Board v2

Fig. 2.15: Icarus IoT Board v2[30]

Icarus IoT Board v2, made by Actinius, contains nRF9160 chipset on a board with
USB connector, U.FL antenna connectors for LTE and GNSS, LiPo charger, eSIM
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and nano SIM connector, accelerometer and SPI flash memory, with pin headers
compatible with Adafruit Feather footprint [30].

nRF9160 Feather

Fig. 2.16: nRF9160 Feather[31]

nRF9160 Feather, made by CircuitDojo, is a design with pin headers compatible
with Adafruit Feather footprint and a functionality similar to the Icarus IoT Board

v2 [31].

SparkFun Thing Plus nRF9160
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Fig. 2.17: SparkFun Thing Plus nRF9160[32]

SparkFun Thing Plus nRF9160, made by SparkFun, is another board with Adafruit
Feather footprint and similar to Icarus IoT Board v2 described above, however with
USB-C connector and providing 4 MB SPI flash memory, LiPo charger, low power
RTC, a button, a LED, two U.FL antennas for LTE and GNSS [32].
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Connexio Stratus

Fig. 2.18: Connexio Stratus[33]

Connexio Stratus, a crowd-funded development board, has a similar design to the
SparkFun board above, adding SIM with 500 MB of mobile data, energy harvesting
integrated circuit for Li-ion and NiMH battery charging, LiPo battery connection
and charging, 2 push-buttons, 1 LED, SHT4x temperature and humidity sensor,
LIS2DH 3-axial accelerometer [33].

Connexio Stratus Pro
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Fig. 2.19: Connexio Stratus Pro[33]

Connexio Stratus Pro is largely based on Connexio Stratus but it uses nRF9151
instead of nRF9160.

33].
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3 Practical demonstration - tracker with me-
teo sensor

For practical demonstration of an IoT device with 4G/5G connectivity, a develop-
ment kit Connexio Pro with nRF9161 was selected.

Practical demonstration of an IoT device with LTE-M or NB-IoT connectivity
was made on an example of an GPS tracker with meteo sensor, transferring data to
a remote cloud server via MQTT protocol, simulating a data transfer to a central
panel. For mobile field testing the GNSS was disabled due to long time needed to
get fixed location and that get connection to LTE network. Both of these action

will reset the state to the other so the behavior is very similar to cold start.

3.1 Hardware

Connexio Pro development kit was adapted with an add-on board made from a
universal line Printed Circuit Board (PCB) with headers fitting to its headers. The
add-on PCB contains connections for Li-ion accumulator and meteo sensor BME680.

Electronic and PCB schemes with 3D render of PCB can be found in appendix
[

Fig. 3.1: PCB of demonstrator tracker

3.2 Firmware tools

nRF Connect SDK was used as a software platform for the demo application. nRF
Connect SDK is a unified software development kit for building products based on all
Nordic nRF Series wireless devices. It integrates the Zephyr RTOS and wide range
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Fig. 3.2: Demonstrator tracker in 3D printed case

of samples, application protocols, protocol stacks, libraries and hardware drivers
[54].

It offers a single code base for all Nordic devices and software components. It
simplifies porting modules, libraries and drivers from one application to another,
thus reducing development time. nRF Connect SDK is publicly available under
OpenSource license, offers source code management with Git and has free nRF
Connect for Visual Studio Code IDE support. Zephyr RTOS furthemore provides
extensive amount of libraries including standardized access to basic peripheries, 1P
stack and Message Queuing Telemetry Transport (MQTT) library [51].

MQTT is a lightweight, publish-subscribe protocol that enables efficient and re-
liable communication between devices in the IoT domain. MQTT is based on a
broker-client architecture, where a broker is a server that receives and routes mes-
sages from multiple clients, and a client is any device that can publish or subscribe
to a topic. A topic is a hierarchical identifier that defines the content and scope of
a message[52].

This firmware is based on nRF Connect SDK example named Simple MQTT[53]
and GNSS example.

3.3 Firmware outline

3.3.1 LTE network connection

First task for the demo firmware is an establishment of a connection to LTE network.

This is mostly handled by function modem_configure (), which turns off power sav-

ing modes for better responsivity and calls HAL function 1te_lc_init_and_connect ().
lte_lc_init_and_connect() takes all modem settings from text config files

transferred to macros by Kconfig. This ilustrates a possibility of cross-platform or
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regionally independent application, where only the config files for given platform or

region are needed to be changed.

3.3.2 MQTT

Communication with MQTT server is done by zephyr/net/mqtt.h library. Con-
nection with the server is attempted after LTE and sensors setup with function
mgtt_connect (). Publishing of message is achieved by function mqtt_publish()
upon a digital sensor is activated or analog sensor exceeds the set threshold value.
Example of the MQTT communication sent to a virtual server is shown in figure
0.0l

Fig. 3.3: Sample of resulting MQTT communication

3.3.3 Application loop

The program after establishing LTE connection enters main loop which main where
it disables LTE, enable GNSS and waits for modem to get from GNSS fixed loca-
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tion. After that it disables GNSS, enables LTE, waits for LTE connection to be
established.

With fresh location data it loads data over 12C from BMEG680 meteo sensor
and gets from modem values about radio connection with Base Transceiver Station
(BTS). All these data are than transmitted using MQTT to remote server. After

this program waits for specified time and than runs the loop again.
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4 Laboratory testing

This chapter will evaluate selected IoT modules in laboratory setting based on their
two critical performance indicators: their wireless data transmission capabilities and
their associated power consumption depending on signal quality.

Here is an overview of the main aspects considered in the chosen measurement
method:

The goal fo this chapter is to evaluate the nRF916x performance parameters
in different operating conditions. For each of these conditions RF parameters are
gathered directly from the modem and information of power consumption using
external ampere meter.

Chosen simulated conditions are payload size, signal strength and operating
mode.

To include most of potential use-cases the outlined parameters will be measured
for three different payload sizes:

e 0 B - empty transmission for reference on protocols overhead

e 64 B - usual amount of data for simpler IoT devices

e 1024 B - larger continuous data block transfer

This is done for ever increasing signal attenuation until communicating can be no
longer established. Decline of signal strength is simulated using addition attenuators
between RF output and antenna. Additional shielding was necessary for prevention
of RF leaking. EMC champer is sufficient for this case.

This procedure is done for both NB-IoT and LTE-M.

4.1 RF parameters - nRF modem

The radio parameters can be measured with specialized measurement equipment to
evaluate objective characteristics or directly on the specific RF chip/modem. Usage
of "on-chip" statistics has lower resolution compared to specialized measurement
equipment such as spectrum analyzer but their integration into existing RF' circuits
can introduce even more variability and thus lower the accuracy of measuring and
still without getting the real signal that decoded by the modem. Another key point
for consideration of "on-chip measurement' is the fact that these are the values that
the modem considers for its signal quality evaluation and for subsequent setting
of radio output parameters regardless on the opinion of more accurate measuring
instrument.

As described in chapter Nordic SiPs consist of application core and modem
core. The modem is responsible for all radio and communication related tasks.

Among other it is a evaluation of signal quality based on which it select different
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BTSs and optimal communication parameters. Communication with application
core is done using the AT commands. As a form of human-machine abstraction layer
Nordic Core SDK (NCS) includes a Modem Shell (MoSh). MoSh is an application
that runs in application core and encapsulates AT commands in unix-like commands.
[55]

First used command for communication evaluation is ping. This command
establishes a Internet Control Message Protocol (ICMP) connection and outputs
packet drop and transfer duration both are gathered for later analysis.

The destination of these pings i a Cloudflare DNS service 1.1.1.1. It was chosen
for their massive network infrastructure and according to them the fastest connection

[58].
Example from testing of NB-IoT on nRF9161 with 10 dB additional attenuation:

mosh:~$ ping -d 1.1.1.1 -c 10 -t 10000 -i 100 -1 1024
Initiating ping to: 1.1.1.1

Source IP addr: 100.97.68.179

Destination IP addr: 1.1.1.1

Pinging 1.1.1.1 results: time=1.448secs, payload sent: 1024, payload received 1024
Pinging 1.1.1.1 results: time=2.082secs, payload sent: 1024, payload received 1024
Pinging 1.1.1.1 results: time=1.490secs, payload sent: 1024, payload received 1024
Pinging 1.1.1.1 results: time=3.103secs, payload sent: 1024, payload received 1024
Pinging 1.1.1.1 results: time=1.089secs, payload sent: 1024, payload received 1024
Pinging 1.1.1.1 results: time=1.171secs, payload sent: 1024, payload received 1024
Pinging 1.1.1.1 results: time=1.364secs, payload sent: 1024, payload received 1024
Pinging 1.1.1.1 results: time=1.891secs, payload sent: 1024, payload received 1024
Pinging 1.1.1.1 results: time=1.581secs, payload sent: 1024, payload received 1024
Pinging 1.1.1.1 results: time=1.124secs, payload sent: 1024, payload received 1024

Ping statistics for 1.1.1.1:

Packets: Sent = 10, Received = 10, Lost = 0 (0% loss)
Approximate round trip times in milli-seconds:

Minimum = 1089ms, Maximum = 3103ms, Average = 1634ms
Pinging DONE

Second command for communication evaluation is 1ink status. This command
prints out last done report of BTS connection. For it to be accurate it is done

after all ping commands. Items saved for analysis are Reference Signal Received

Power (RSRP) and Signal to Noise Ration (SNR).
Example from testing of NB-IoT on nRF9161 with 10 dB additional attenuation:

mosh:~$ link status

Modem functional mode: normal

Network registration status: Connected - roaming

Modem config for system mode: NB-IoT

Modem config for LTE preference: No preference, automatically selected by the modem
Currently active system mode: NB-IoT

Battery voltage: 5054 mV

Modem temperature: 28 C

Device ID: nrf-358299840012328
Operator full name: "Vodafone"

Operator short name: "VF"

Operator PLMN: "23003"

Current cell id: 269600 (0x00041D20)
Current phy cell id: 400

Current band: 20

Current TAC: 48024 (0xBB98)
Current rsrp: 57: -84dBm

Current snr: 26: 2dB

Mobile network time and date: 25/05/19,13:08:15+08
PDP context info 1:

CID: 0

PDN ID: 0

PDP context active: yes

PDP type: IpP

APN: lpwa.vodafone.com
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IPv4 MTU: 1430

IPv4 address: 100.97.68.179

IPv6 address: HE

IPv4 DNS address: 217.14.160.130, 217.14.164.35
IPv6 DNS address: pi, it

Another two commands are link sysmode for switching between NB-IoT and
LTE-M and link funmode for turning the modem to and from flight-mode for save

antenna and attenuators reconfiguration.

4.2 Power consumption - ampere meter

Power consumption can be accurately measured with negligible influenced by intro-
duction of additional measurement equipment so measurement with external meter
was chosen over the modem estimates or table values. For the power consump-
tion evaluation of IoT devices there are two different factors to consider. First is
standby or sleep power that is usually long (orders of minutes or hours) and very
small (orders of miliamps) and second are short rapid transmission spikes in orders
of amperes. This requires ampere meter with very high sampling speed and very
high dynamic range.

For measuring of power consumption was done using Nordic Nordic Power Pro-
filer Kit I (PPK II), seen in picture . PPK II was chosen for its high sampling
rate, large dynamic range and its good integration with other Nordic applications

and development Kkits.

Fig. 4.1: Nordic Power Profiler Kit I1[56]

Its key features are [56]:

e 200nA to 1A current measurement range with a resolution that varies between
100nA and 1mA

e Source mode and ampere meter mode

e 100 ksps sampling rate

« 8 digital inputs for logic analyzer support

e Supported through nRF Connect for Desktop’s Power Profiler app
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The measurement setup of nRF9161 DK with PPK II in EMC chamber and
addition attenuators can be seen in figure Antennas connected to the other
end of coaxial cable can be seen in figure [£.3] These development kits from Nordic
enable a direct connection of serial ampere meter using special pins. This is them

main reason why both boards were chosen for this measurement.

Fig. 4.2: Nordic Power Profiler Kit II measuring setup with nRF9161 in EMC
chamber[56]
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Fig. 4.3: Custom LTE antenna for bands around 800 MHz

The output of PPK II can be seen in figure 4.5 for LTE-M and and in figure 4.4]
Yellow vertical lines mark a start of ping set and red vertical it end. These
boundaries were set due to noise manually. Green horizontal line indicates average
draw in idle state where the modem does not communicate in cellular network.
Red horizontal line indicates average draw in ready state where communication is

established without need for active communication. Both "horizontal"' values are

—— Measured
—— Standby mean
—— Ready mean

calculated using Python script from the measured data.

nRF9161 NB-loT Measured current - attenuation 20 dB

200 A

150 4

Current [mA]

100 A

50 o

T T T T t
0 10 20 30 40
Time [s]

Fig. 4.4: Current plot of nRF9161 communicating using NB-IoT
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nRF9161 LTE-M Measured current - attenuation 20 dB

200 4

150 A

—— Measured
—— Standby mean

—— Ready mean
100

Current [mA]

Time [s]

Fig. 4.5: Current plot of nRF9161 communicating using LTE-M

Another value that is calculated from these data and cannot be depicted in the
chart is the raw charge needed for transmission of one packet. This is calculated by
integration of the current over time set by the boundaries. This value expressed in

coulombs or more commonly in mAh.

4.3 Cellular Results

Data described in sections above are aggregated into data tables using Python
scripts. Example of such table can be seen in table Complete data for both
LTE modes and all payload sizes are, for their large extent, placed in Appendix [A]

These final data tables are used for generating more visually understandable
plots. Lets have a closer look at some of them that would evaluate the performance

of nRF916x as outlined in beginning of this chapter. All charts can be found in
appendix [B]

4.3.1 Validity of attenuation and sensitivity

Firstly to ensure validity of this measurement it is important to check if the addition
attenuation really corresponds to attenuation of input signal. This can be seen in
figure[£.6] The sudden jump at 20 dB is due to transition of the physical attenuator

43



KU RSRP SNR RT min RT max RT avg Transmit MaxI Ready I Standby I Charge DR
[dB] [dBm] [dB] [ms] [ms] [ms] [s]  [mA] [mA] [mA] [uAh] [kB/s]
0 -75 1 1190 4500 3146 3.57  233.39 30.90 2.38 37.16 0.30

3 -7 2 1039 3731 1869 1.95 222.60 31.11 2.21 19.20 0.56
-82 -1 983 2201 1618 1.74  220.29 31.56 2.71 17.59 0.63

10 -84 2 1089 3103 1634 1.79 217.21 30.82 2.35 18.38 0.61
16 -89 2 994 2888 1379 1.3 217.21 31.03 2.32 17.08 0.71
20 -94 1 1089 2618 1660 1.72 222.60 31.56 5.71 19.04 0.63
21 -92 3 1037 1542 1254 1.48 222.60 30.60 0.60 16.80 0.74
26 -98 4 976 1364 1162 1.32  222.60 30.52 2.36 15.51 0.82
30 -101 4 961 1670 1244 1.40 225.68 31.01 0.82 16.44 0.78
36 -109 3 1127 1562 1327 1.52  221.83 30.58 2.02 17.68 0.72
40 -112 4 1315 2352 1737 1.94 22491 28.93 2.38 27.68 0.56
46 -119 3 1370 2040 1717 1.92 248.06 28.84 2.22 34.42 0.57
50 -124 1 1734 2917 2228 244 22491 31.18 2.22 55.45 0.45
o1 -124 2 1645 2501 2072 2.30 22491 30.13 2.22 53.41 0.47
56 -131 -3 3393 5091 4307 4.54  226.45 31.08 242 11542 0.24
60 -133 -5 11772 13685 12833 11.91  222.60 29.30 2.22  435.51 0.09

Table 4.1: NB-IoT nRF9161 measurements with payload size 1024 B

form the inside of the EMC chamber to outside to prevent RF leakage. Th same
thing happened at 50 dB. Other than that the slope of the course seems linear.
Another key observation is that NB-IoT has by 3 dB better sensitivity over LTE-
M (-133 dBm and -130 dB respectively). This is in contrast to datasheet values of
-114 dBm and -108 dBm (see chapter where the difference between the modes
should be 6 dB and measured sensitivity is better by 19 dB and 22 dB.
Alternative value provided by modem that could be use to guess the sensitivity
is its reported Downlink (DL) path loss. This was 159 dB for NB-IoT and 148 for
LTE-M. If the same transmit power of 23 dBm is assumed for the BTS it would
give a sensitivity of -136 dBm for NB-IoT and -125 dBm for LTE-M. This method
or reported DL path loss in general are used sporadically in subsequent analysis for
the author’s doubts about validity and accuracy of such numbers.
Seemingly big difference is RSRP at same attenuation between both modes. This
has multiple possible explanation:
o Slightly different bands - LTE-M was measured on LTE band 8 (UL: 880 - 915
MHz DL: 925 - 960 MHz) while NB-IoT was on LTE band 20 (UL: 832 - 862
MHz DL: 791 - 821 MHz )
o Different settings on actual BTS for both modes
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o Higher robustness of NB-IoT
For this reason subsequent analysis will be done using RSRP supplied by modem.
From these possibilities the advantage of NB-IoT compared to LTE-M for de-
tection of very weak signals is 3 dB if RSRP is to be belived, 6 db according to
datasheet, 11 dB according to reported DL pash loss and 14 dB according to atten-

uation.
nRF9161 Reference Signal Received Power to attenuation
—— LTE-M
NB-loT
_80 -
_90 -
‘€ 100
o
=
o
o
%]
© _110
—120
—130
0 10 20 30 40 50 60

K_U [dB]

Fig. 4.6: Reference Signal Received Power to attenuation

4.3.2 Power consumption analysis

The value crucial for calculation of needed battery capacity in IoT devices is elec-
trical charge that is consumed by the transmission, together by constant current of
ready and idle states and planned lifetime of such device.

In figure can seen a comparison of LTE-M and NB-IoT in regards to this
needed charge per single transmission of given payload size dependent to the signal
strength reported using RSRP from the LTE modem.

From this figure can be conclude following:

1. LTE-M uses consistently less energy for every payload size compared to NB-

[oT. If the total attenuation is takes as determinative value even than NB-IoT

consumes less energy then LTE-M only at the limit of LTE-M abilities. See
appendix figure for this chart.

45



2. Rapid increase in used energy for LTE-M happens only at signal levels close
to connection loss. Gradual mild increase can be better seen in appendix table
B.22)

3. NB-IoT is able to transmit messages at the cost of vastly higher energy con-
sumption in worse conditions where LTE-M is unable to operate.

Summed up this means that usage of NB-IoT is only advisable for situations

where signal conditions are so bad that the better resilience is needed.

nRF9161 LTE-M and NB-loT Charge per message to RSRP

—%— LTE-M OB
s LTE-M 64B
400 1 — LTE-M 1024B
—¢ NB-loT OB
—»— NB-loT 64B
—— NB-loT 1024B
300 A
=
<
3
)
5 200
o
(&}
100
ol ST "’) e
-110 -100 —90 -80

RSRP [dBm]

Fig. 4.7: nRF9161 LTE-M and NB-IoT Charge per message to RSRP

4.3.3 Transmission speed and comparison to LoRa

Difficulty of direct comparison of LTE modes to other technologies such as LoRa are
described in depth the discussion chapter [/} But since LoRa is the main "competitor’
of LTE IoT protocols it should at least be tried with data that are available.

As a representative of LoRa the Semtech SX1262 chip was chosen. Primarily for
similar band (around 800 MHz) and usage in similar applications[3§].

Values of data rate and formula for sensitivity of SX1262 were obtained from its
datasheet [38].

The formula is following:

S = (12— SF)%2.5— 137
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S is sensitivity in dBm, SF is LoRa speeding factor number, 2.5 is lowering of
sensitivity in dB per SF and -137 is sensitivity of SX1262 for SF 12 in dBm.
These data were integrated into chart with measured data for NB-IoT and LTE-

M as you can see in figure 77.

Comparation of sensitivity to LoRa

—¢— LTE-M nRF9161
NB-loT nRF9161
—%— LoRa EU

Data-rate [kB/s]

| o~

-140 -130 -120 -110 -100 -90 -80
RSRP [dBm]

Fig. 4.8: Comparison of sensitivity and transmit speed of LTE to LoRa

Getting conclusions from comparing measured data and datasheet data without
any assurance of measurement method comparability is hard but lets at least try to
find some meaning in this.

NB-IoT seems to be slightly faster and so better than LoRa up to SF 10 at
RSRP -132 dBm where we set a limit of NB-IoT abilities. Since attributes of fair
measurement, compression were not met, from current data and from knowledge of
their limitation there can be made a vague statement that abilities of NB-IoT and
LoRa would seem comparable.

LTE-M is a considerable improvement in aspect of data rate over NB-IoT. Over
LoRa even though the difference seems huge, in case of real data they share on the
signal strength axis only one point. From this it seems that these two are not very

comparable in their target ideal use-cases.
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4.4 DECT NR+

An additional measurement was made to test the capability of nRF9161 to transmit
and receive using DECT NR+.

Measurements were done similarly to these of LTE but with other nRF9161 DK
in place of LTE antenna. Measurement of current wa done on the node.

The fixed slot timing property of DECT NR+ means that device can transmit
only in fixed time window. This gets rid of need for integration and power consump-
tion can be established from maximal current and number of time slots used.

The two DKs do not communicate P2P strictly speaking but one operates as
a beacon that periodically sends information needed to establish communication
with itself. The other operates as node, in 5G terminology named as Protocol Data
Unit (PDU). In implementations with more than 2 devices some devices can be
beacon with established connection to other beacon and by this manner it is possible
to create the mesh trees described in chapter

In the analysis there is used a term of Free space path loss (FSPL) distance. This
represents the attenuation as distance in completely free space that would have the

same attenuation (ignoring latency increase). Here is how it was calculated. This is

drd\?
K — | 222
= (%)

When frequency of 1.9 GHz is substituted, the equation solved for distance and

equation for freespace path loss:

signal loss expressed in decibels it forms this equation that was used in later analysis:

K7 —98

d=10"2

Results of these measurement can be seen in table and visualized in figures
and [4.9] Note to the data: maybe contrary to common sense beacon TX power
is output power transmitted from the beacon but its RSSI is value measured from

PDU of the beacon’s signal. Same thing is true for the PDU and its values.
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RSSI [dBm]

Beacon PDU
Ky RSSI PWR RSSI PWR FSPLd MaxI Att conf
[dB] [dBm] [dBm]| [dBm] [dBm] [km)] [mA] [dB]
106 -105 4 -91 23 2.51 213.28 60446
103 -103 4 -88 23 1.78 218.63 60443
93 -93 4 -78 23 0.56 220.93 60433
83 -83 4 -68 23 0.18 221.69 40443
73 -72 4 -60 16 0.06 160.71 40+33
63 -62 4 -59 7 0.02  97.30 40423
53 -52 4 -60 -4 0.01  89.05 40413
43 -41 4 -58 -12 0.00  88.30 404-03

—40 1

—50 4

—60 -

—70

—80 4

—90 4

—100 A

Table 4.2: Result table of DECT NR+ measurements

DECT NR+ RSSI levels to to attenuation

—— Beacon RSSI [dBm]
PDU RSSI [dBm]
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Fig. 4.9: DECT NR+ RSSI levels to to attenuation
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DECT NR+ Power levels to to attenuation
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Fig. 4.10: DECT NR+ Power levels to to attenuation

From these can be conclude following:

1.

Beacon did not had automatic adjunction of power but PDU did. This can be
clearly seen in figure [4.10, This could be due to using experimental MoSh for
DECT NR+ that supports only the physical layer of DECT NR+.

. Maximal current grows in discrete jumps with PDU power level.
. Maximal theoretical range for measured power of 4 dBm is 2.5 km.

4. If maximal power of 23 dBm on both boards is assumed, the maximal possible

attenuation is 125 dB and theoretical range is 22.4 km.

. Minimal signal strength was -105 dBm. According to nRF9161 documentation

its sensitivity for DECT NR+ is -103 dBm.
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5 Field testing of mobile capabilities of NB-
loT and LTE-M

Standard notion on selecting between LTE-M and NB-IoT when one has a choice
is to choose LTE-M when one needs higher speed or needs for the device to be
mobile while not having not so extreme requirements for continual communication
or environment with extreme attenuation and to choose NB-IoT for smaller payload
applications with potential of very weak signal.

To test this hypothesis an experiment was created where the created demonstra-
tor from chapter [3| was placed inside a personal car as can be seen in figure [5.1]
One way to test LTE-M on road from north Moravia to Brno and to test NB-IoT
on return path.

Because of large intervals (orders of minutes) needed for switch between GNSS
and LTE connection on nRF916x, it was chosen to perform only reading from the
meteo sensor, reading of connection quality report and periodical sending of these
data to MQTT server. On the same server there was running Python script that
saved all data in json format to the server storage. Location data were collected by
smartphone with GNSS logging application and later these two datasets were joined

by time.
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Fig. 5.1: Demonstrator secured in car for mobile measurement

Gathered data included from GPS tracker included latitude, longitude, accuracy
of position, smartphone battery, computed elevation, number of visible satellites,
and speed.

Evaluation data from LTE modem were LTE band, down link path loss, LTE
mode (1 is LTE-M 2 is NB-IoT), Reference Signal Received Power (RSRP), Refer-
ence Signal Received Quality (RSRQ), Signal to Noise Ratio (SNR) and TX power.

Lastly to demonstrate transfer of useful data the values form sensor BMEGS0
were also included. These were atmospheric pressure, inside car temperature, car
humidity, resistance of gas sensor representing amount of for example volatile organic
compounds in the air.

All of these data joined by Python script were than used to create interactive
maps for better data visualization.

An example of such map of reported signal power can be seen in figure 7? for
LTE-M and ?? for LTE-M.

Findings from thise sdata are:

o LTE-M provided stable connection for transmission of packet about 0.5 kB in

size every second with exception near Lipnik na Be¢vou where most likely due

to change in network operating LTE band demonstrator lost connection for
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Fig. 5.2: Map RSRP reported by demonstrator operating using LTE-M

1.5 minutes. This transition from band 8 to band 20 can be clearly seen in
figure ?77.

e NB-IoT also provided fairly stable connection with 2 minute connection loss
near Brno airport and nearly 2 minute loss between Novy Ji¢in and Hranice
na Moravé at borderline of Olomouc and Moravian-Silesian region (whenever
is this detail significant is not clear but the band change as in the LTE-M did
not happened here). Last understandable signal loss was in tunnels in west
Brno (different route than LTE-M due to traffic situation in Brno).

Better visualization of these data with interactive maps can be found in this

GitHub page: https://mikehanus.github.io/bcthesis-datavisualisation/ In-
cluding them in attachments were not possible due to large size of these maps but

it should be possible to generate them using python scripts and data in the attach-

ments.
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Fig. 5.3: Map RSRP reported by demonstrator operating using NB-IoT

Fig. 5.4: Map of LTE band used by demonstrator when using LTE-M
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6 Future of Non-Terrestrial Network
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7 Discussion and usage scenarios

e Scénatre pouziti [oT, vhodnost jednotlivych druhi komunikace pro né Navrhnéte
scénare a moznosti vyuziti 4G /5G komunikace a vyuzivanych standarda (URLLC,
LTE-M, NB-IoT) pro prumyslovou IoT komunikaci.

e Srovnani experimentalnach vysledki protokoli s teoretickymi predpoklady
Provedte detailni méreni parametriu. Ziskané tdaje zpracujte a srovnejte s
teoretickymi predpoklady a jinymi v soucasnosti pouzivanymi komunikac¢nimi

systémy.
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Conclusion

This semestral thesis provided a brief introduction to 4G/5G mobile networks for
the Internet of Things (IoT) applications in the embedded electronic systems. Re-
lated communication protocols for 4G IoT networks (LPWAN NB-IoT and LTE-M)
and 5G IoT networks (5G NR - URLLC) were described and a survey of two se-
lected chipsets for 4G networks (Nordic Semiconductor nRF9160) and 5G networks
(Quectel RM520N) and their development modules and kits was made.
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3GPP 3rd Generation Partnership Project

4G, 5G 4th and 5th Generation mobile networks
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eSIM embedded SIM card
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IoT Internet of Things
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Li-Po Lithium-Polymer
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LTE-M Long-Term Evolution Machine Type Communication
LTE Long-Term Evolution

mMTC Massive Machine Type Communications
MQTT Message Queuing Telemetry Transport
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NSA Non-Stand Alone

PC Personal Computer

PCB Printed Circuit Board

PCle Peripheral Component Interconnect Express
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PIR Passive Infra Red
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RAN Radio Access Network
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RTC Real-Time Clock

SA Stand-alone
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SDK Software development kit
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M2M Machine-to-Machine
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WLAN wireless local area network

P2P point-to-point

UNB Ultra Narrowband
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SoC System on a Chip
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MoSh Modem Shell
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FOTA Firmware Over The Air

GPS Global Positioning System
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PPK II Nordic Power Profiler Kit 11
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DECT NR+ Digital Enhanced Cordless Telecommunications: New Radio plus
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TDD Time-Division Duplex

PDU Protocol Data Unit
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B Result of measurement - charts
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Fig. B.4: nRF9161 LTE-M Average transmit time to attenuation
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Fig. B.5: RF9161 NB-IoT Average transmit time to attenuation
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Fig. B.6: nRF9161 LTE-M and NB-IoT Average transmit time to attenuation
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Fig. B.7: nRF9161 LTE-M Max transmit time to attenuation
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Fig. B.10: nRF9161 LTE-M Charge per message to attenuation
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Fig. B.11: RF9161 NB-IoT Charge per message to attenuation
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nRF9161 LTE-M and NB-loT Charge per message to attenuation
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Fig. B.12: nRF9161 LTE-M and NB-IoT Charge per message to attenuation
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Fig. B.13: nRF9161 LTE-M Data-rate to attenuation
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RF9161 NB-loT Data-rate to attenuation
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Fig. B.14: RF9161 NB-IoT Data-rate to attenuation
nRF9161 LTE-M and NB-IoT Data-rate to attenuation
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Fig. B.15: nRF9161 LTE-M and NB-IoT Data-rate to attenuation
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Fig. B.17: RF9161 NB-IoT Transmit time to attenuation
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nRF9161 LTE-M and NB-IoT Transmit time to attenuation
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Fig. B.18: nRF9161 LTE-M and NB-IoT Transmit time to attenuation
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Fig. B.19: nRF9161 LTE-M Average trasmit current to attenuation
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RF9161 NB-loT Average trasmit current to attenuation
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Fig. B.20: RF9161 NB-IoT Average trasmit current to attenuation

nRF9161 LTE-M and NB-IoT Average trasmit current to attenuation
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Fig. B.21: nRF9161 LTE-M and NB-IoT Average trasmit current to attenuation
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nRF9161 LTE-M Charge per message to RSRP
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Fig. B.22: nRF9161 LTE-M Charge per message to RSRP
RF9161 NB-loT Charge per message to RSRP
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Fig. B.23: RF9161 NB-IoT Charge per message to RSRP
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nRF9161 LTE-M and NB-loT Charge per message to RSRP
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Fig. B.24: nRF9161 LTE-M and NB-IoT Charge per message to RSRP

nRF9161 LTE-M Data-rate to RSRP

—— LTE-M 0B
—¢— LTE-M 64B
—»— LTE-M 1024B

Data-rate [kB/s]

-130 =120 -110 -100 -90
RSRP [dBm]

Fig. B.25: nRF9161 LTE-M Data-rate to RSRP
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Fig. B.26: RF9161 NB-IoT Data-rate to RSRP
nRF9161 LTE-M and NB-loT Data-rate to RSRP
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Fig. B.27: nRF9161 LTE-M and NB-IoT Data-rate to RSRP
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nRF9161 LTE-M Maximal transmit current to RSRP
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Fig. B.28: nRF9161 LTE-M Maximal transmit current to RSRP

RF9161 NB-loT Maximal transmit current to RSRP
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Fig. B.29: RF9161 NB-IoT Maximal transmit current to RSRP

82



nRF9161 LTE-M and NB-loT Maximal transmit current to RSRP
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Fig. B.30: nRF9161 LTE-M and NB-IoT Maximal transmit current to RSRP

nRF9161 LTE-M Average transmit current to RSRP
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Fig. B.31: nRF9161 LTE-M Average transmit current to RSRP
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RF9161 NB-loT Average transmit current to RSRP
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Fig. B.32: RF9161 NB-IoT Average transmit current to RSRP
nRF9161 LTE-M and NB-IoT Average transmit current to RSRP
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Fig. B.33: nRF9161 LTE-M and NB-IoT Average transmit current to RSRP
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Demonstrator electronic schemes
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Fig. C.1: Demonstrator electronic schema

Fig. C.2: Demonstrator PCB 3D model render
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